REQUEST FOR ACCESS TO IAA DATA

This electronic form is dynamic and will adjust for space used.  Signatures and initials are only required on the physical copy of this form.  An electronic copy of this form submitted to the IAA Coordinator at iaa-requests@lists.wisc.edu is sufficient to begin the request process.  However, the signed and possibly initialed physical copy of this form must be submitted to the IAA Coordinator at IAA Requests, DoIT-EIS-Middleware, 1210 W. Dayton St. for it to be considered by the IAA Governance Working Group.  The physical copy shall always be the official copy of this request, superceding any electronic copies.

	Application Information

	1
	Type of Request
	(    ) Request to Use Existing Data in IAA

(    ) Request to Add New Data Elements to IAA

	2
	Date
	

	3
	Application Name
	

	4
	Application Sponsor(s)
	

	5
	Application Development Contact

(name, telephone number, email address)
	

	6
	Does this application have previous approval for access to IAA data?
	(    )  Yes

(    )  No


	Authentication Hub Use

	7

	Is this request only for application integration with Authentication Hub (Auth Hub) authentication?
	(    )  Yes, the application will only use Auth Hub and will not query the IAA Registry.

Complete this section only, then skip to the signature blocks at the bottom of the form.

(    )  No, the application will need to query the IAA Registry for data in addition to any 

planned use of Auth Hub.

Skip the rest of this section and continue with the next.

	8
	Since Auth Hub provides authentication only, describe how the application will make authorization decisions without the use of IAA data.  Consult with IAA Coordinator if more information is needed.
	

	9
	If the application maintains a local user store, will it require an initial load of IAA System Publicly Visible Identifiers (SPVIs) for mapping to local accounts?
	(    )  Yes

If yes, please provide a dated signature from the IAA Coordinator indicating approval of your data load and synchronization plans.

I certify that I have reviewed this application's requirements for maintaining a separate store of SPVIs, and found that the application will not function properly or its features will be severely limited without such a store.  I further certify that I have reviewed this application's plans for loading SPVIs from and maintaining their synchronization with the IAA Registry, and that those plans appear adequate from both functional and security perspectives.

IAA Coordinator: _______________________________________ Date: ____________

(    )  No


	Personally Identifiable Information (PII)

	10
	Does this request include access to PII beyond individual name?
	(    )  Yes

If yes, please provide:

1) A dated signature from the IAA Coordinator indicating approval of your data security plans.

I certify that I have reviewed this application's plans for protecting PII, and that these comply with published IAA data security guidelines.

IAA Coordinator: _______________________________________ Date: ____________

2) Your initials below to indicate that you have received, read, and agree to comply with the published IAA data security guidelines.

Initials: _____________________

 (    )  No

If no, skip to the next section.

	11
	If this request does include access to PII beyond individual name, please list which PII you are requesting, and provide a statement showing the legitimate business need for each data element listed.
	


	Applications at Individual Institutions

For applications being developed by individual institutions or “campuses,” complete this section.  For applications being developed by UW System, or for applications being developed by individual institutions that have need for data from more than one institution, skip this section and continue with the next.

	12
	Will the application use data only from its own institution?
	(    )  Yes

(    )  No

If no, i.e., the application will use data from at least one other UW System institution, skip this section and continue with the next.

	13
	Have the appropriate local data custodians approved the use of this data?
	(    )  Yes

If yes, please indicate the names of the approving officials, and provide dated signatures below.

HR Approver: ___________________________________

Registrar Approver: __________________________________

I, the undersigned, have authority from my institution to approve application access to person data from the indicated source, and have granted that approval to this application.

HR Signature: ___________________________________  Date: ___________

Registrar Signature: ___________________________________  Date: ___________

(    )  No

If no, please initial below to show your understanding that your signatures on this form constitute acceptance of the obligation to seek approval from institutional data custodians for use of institutional data, and indicate intent to do so.

Initials: ____________________

After either answer, skip to the signature blocks at the bottom of the form.  It is not necessary to indicate to IAA which data from your own institution your application intends to use.


	UW System Application

For the purpose of data access approval, any application which requires access to data from more than one institution, or which will be used by more than one institution and will therefore provide access to data from one institution to users at another, will be considered a UW System Application.

	14
	Have the data custodians at each UW System institution approved the use of the requested data?
	(    )  Yes

If yes, please provide signed verification of such approval from the IAA Coordinator.

I certify that I have received in written or electronic form sufficient evidence of data custodian approval from each UW System institution.  Excepted institutions are listed below my signature.

IAA Coordinator: ________________________________________ Date: ____________

Exceptions:

Note: Access to data from excepted institutions will be withheld until approval is granted.

(    )  No

If no, please initial here to show your understanding that your signature(s) on this form constitute acceptance of the obligation to seek approval from all UW System institutional data custodians for use of their data, and indicate intent to do so.

Initials: _________________

	15
	Will the application maintain a persistent local store of IAA data?
	(    )  Yes

If yes, please provide:

1) A dated signature from the IAA Coordinator indicating approval of your data security and synchronization plans.

I certify that this application's plans for protecting IAA data in a local data store and keeping it synchronized with the IAA Registry as the authoritative source of IAA data comply with published IAA data security guidelines and best practices for data synchronization.

IAA Coordinator: ____________________________________ Date: ____________

2) Your initials below to indicate that you have received, read, and agree to comply with the published IAA data security guidelines.

Initials: ____________________

 (    )  No


	Requested Existing Data Elements

	16
	Please list which data you are requesting access to.  Include a single statement on the intended use of these data within your application.  It is not necessary to repeat any PII data elements already listed above.
	

	17
	Planned date of application launch
	


	Requested New Data Elements

Complete this section only if you intend to request that participating UW System institutions add new elements to the data they already provide to IAA.

	18
	Please list which new data you are requesting that UW System institutions provide to IAA over and above the data they currently do.  Please include a statement for each data element that explains the need for this data, the benefits that providing this data will give to participating institutions, and the intended use of this data within your application.  
	Please indicate by your initials below your understanding that individual UW System institutions reserve the right to decline providing the requested data, that UW System Administration has no authority to compel submission of such data, and that IAA can only provide access to data that institutions willingly submit.

Initials _____________

	19
	Requested date for new data availability
	


	Signatures

	We, the undersigned sponsor(s) of _______________________________________, have been provided with copies of the Guidelines for Use of IAA document and have reviewed it.  We acknowledge that approval of this request means we will fully comply with these guidelines in our use of IAA.  We agree that we will not use IAA data for purposes other than those explicitly stated there or in this form, nor provide IAA data to other systems or parties.  We further understand that this application development team bears the responsibility for seeking and obtaining written or electronic approval from the appropriate institutional data custodians for the use of their data in this application.

	Signature
	Date

	Signature
	Date


	IAA Governance Working Group Approval

	Signature

Elena Pokot, Chair, IAA Governance Working Group
	Date


For IAA administrative use only:

Date received by MST - electronic copy:

Date received by MST  - hard copy:

Request logged (date and initials):

IAA Coordinator recommendation:

Date presented to IAA Governance Working Group:

Disposition:

