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Secure Standards

• Problem Statement:
– There is currently no industry or corporate standard for 

methodologies of secure development and budget lines are 
rarely created for such seemingly small issues.

• Solution:
– Create a robust, hybrid solution that will manage and mitigate 

at least 80% of a networked application’s security risk at a cost 
competitive price.
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Questions to be Answered:

1. Who or what am I really protecting my applications 
against?

2. What’s the big challenge anyway?
3. Can my staff be trained to fix all problems?
4. Which tool or tools should I buy to achieve my 80% risk 

management goals?
5. How much should I intend to spend on application 

security?
6. What are the best companies doing?
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Understanding Why Applications are Different

• Fact 1: All people are unique

• Fact 2: All development environments 
are different

• Fact 3: No industry standard exists for 
secure development

• Fact 4: Not all web application attacks 
can be caught by intrusion detection 
systems

• Fact 5: Firewall fall short in protections 

• Fact 6: All web applications are different

• Logic: Coding techniques and preferences 
differ in applications

• Logic: No company’s lifecycle is identical to 
another company’s

• Logic: Security issues and bugs will 
continue to run rampant with little blame on 
developers

• Logic: Intrusions will continue to rise

• Logic: Perimeter protections are a subset of 
the complete solution

• Logic: All solutions require human input and 
analysis

* Each application will have its own unique feature s that will require 
unique security testing components
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Defining Vulnerability

• Almost 18,000 vulnerabilities are included 
within the DHS-sponsored vulnerability 
database. 

• ZERO Web-application specific 
vulnerabilities are included in the Database
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The Top 10

• Unvalidated Input 
– Information from web requests is not validated before being 

used by a web application. Attackers can use these flaws to 
attack backend components through a web application. 

• Broken Access Control 
– Restrictions on what authenticated users are allowed to do are 

not properly enforced. Attackers can exploit these flaws to 
access other users' accounts, view sensitive files, or use 
unauthorized functions. 

• Broken Authentication and Session Management 
– Account credentials and session tokens are not properly 

protected. Attackers that can compromise passwords, keys, 
session cookies, or other tokens can defeat authentication 
restrictions and assume other users' identities. 
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Top 10

• Cross Site Scripting 
– The web application can be used as a mechanism to transport an 

attack to an end user's browser. A successful attack can disclose the 
end user?s session token, attack the local machine, or spoof content to 
fool the user. 

• Buffer Overflow 
– Web application components in some languages that do not properly 

validate input can be crashed and, in some cases, used to take control 
of a process. These components can include CGI, libraries, drivers, 
and web application server components. 

• Injection Flaws 
– Web applications pass parameters when they access external systems 

or the local operating system. If an attacker can embed malicious 
commands in these parameters, the external system may execute 
those commands on behalf of the web application. 

• Improper Error Handling 
– Error conditions that occur during normal operation are not handled 

properly. If an attacker can cause errors to occur that the web 
application does not handle, they can gain detailed system information, 
deny service, cause security mechanisms to fail, or crash the server. 
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Top 10

• Insecure Storage 
– Web applications frequently use cryptographic functions to 

protect information and credentials. These functions and the 
code to integrate them have proven difficult to code properly, 
frequently resulting in weak protection. 

• Application Denial of Service 
– Attackers can consume web application resources to a point 

where other legitimate users can no longer access or use the 
application. Attackers can also lock users out of their accounts
or even cause the entire application to fail. 

• Insecure Configuration Management 
– Having a strong server configuration standard is critical to a 

secure web application. These servers have many 
configuration options that affect security and are not secure out 
of the box. 
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Carnegie Mellon University – Secure Programming

• Funded by Department of Homeland Security
• Runs CERT

• Secure Programming Initiative: Creation of a Certified 
Secure Programmer

– Requirements: Complete a 5-day course in Secure Coding in C 
and C++ from CM Software Engineering Institute

– Submit a Certification Application package
– Pass an individual assessment by SEI
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Example Human Analysis



www.trustedtechs.com Trusted Technologies

Example Human Analysis (take 2)
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The Little Things make the Difference
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The Ugly Code
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The Unseen Vulnerability Trend
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Finding the Injection Points
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The Triangle

Code Review

Interface Review

Compilation Review

• The current software tools attempt to secure the “code” in 
three different methods
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Method Analysis

• Code Review
– Pros:

• Comprehensive (ApplicationDefense.com)
• Best solution for complex web-based applications

– Cons:
• Does not detect run-time, compile-time issues, Human Analysis 

Required
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Method Analysis

• Compile-Time Review
– Pros:

• Accurate
• Highly automated (Secure Software, Fortify, Ounce Labs)

– Cons:
• C, C++ (and some Java)
• Worst solution for Web-based application
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Method Analysis

• Interface Analysis
– Pros:

• Quick
• Focus on OWASP 10 Popular holes

– Cons:
• Inaccurate, inaccurate, inaccurate
• Vuln space is only about 50%
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Tools are not complete solutions

* Human intelligence and analysis will be required for all application 
security assessment engagements
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50 Yard Line

• Tools can not accomplish everything! Alone they can 
achieve and test only about 50% of the application security 
vulnerability categories due to the technical limitations of the
Internet and web-based computing.

Cross Site Scripting
SQL Injection
Directory Traversal
Command Injection
Frame Spoofing
Buffer Overflows
Directory Indexing
Backup Files and Directories
File Disclosure

Technical Vulnerabilities

Account Privilege Escalation
User Spoofing
Unauthorized Transactions
Particular Field Manipulation
Poor Account Creation
Process Validation Attacks
Session Fixation

Logical Vulnerabilities
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IDS’ Real Problem

• Snort has 46 web-attack rules
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Nikto
• "generic","/index.php?name=forums&file=viewtopic&t= 2&rush=%64%69%72&hi

ghlight=%2527.%70%61%73%73%74%68%72%75%28%24%48%54% 54%50%5f%
47%45%54%5f%56%41%52%53%5b%72%75%73%68%5d%29.%2527" ,"<DIR>","
GET","phpBB is vulnerable to a highlight command exe cution or SQL inection
vulnerability, used by the Santy.A worm. CERT VU4974 00. OSVDB-11719."

• "generic","/index.php?name=Forums&file=viewtopic&t= 2&rush=%64%69%72&h
ighlight=%2527.%70%61%73%73%74%68%72%75%28%24%48%54 %54%50%5f
%47%45%54%5f%56%41%52%53%5b%72%75%73%68%5d%29.%2527 ","<DIR>"
,"GET","phpBB is vulnerable to a highlight command e xecution or SQL inection
vulnerability, used by the Santy.A worm. CERT VU4974 00. OSVDB-11719."

• "generic","/index.php?name=forums&file=viewtopic&t= 2&rush=%6c%73%20%2
d%61%6c&highlight=%2527.%70%61%73%73%74%68%72%75%28 %24%48%54
%54%50%5f%47%45%54%5f%56%41%52%53%5b%72%75%73%68%5d %29.%25
27","drwx","GET","phpBB is vulnerable to a highligh t command execution or 
SQL inection vulnerability, used by the Santy.A worm.  CERT VU497400. OSVDB-
11719."

• "generic","/index.php?name=Forums&file=viewtopic&t= 2&rush=%6c%73%20%
2d%61%6c&highlight=%2527.%70%61%73%73%74%68%72%75%2 8%24%48%5
4%54%50%5f%47%45%54%5f%56%41%52%53%5b%72%75%73%68%5 d%29.%2
527","drwx","GET","phpBB is vulnerable to a highlig ht command execution or 
SQL inection vulnerability, used by the Santy.A worm.  CERT VU497400. OSVDB-
11719."

• "generic","/index.php?name=PNphpBB2&file=viewtopic& t=2&rush=%64%69%7
2&highlight=%2527.%70%61%73%73%74%68%72%75%28%24%48 %54%54%50
%5f%47%45%54%5f%56%41%52%53%5b%72%75%73%68%5d%29.%2 527","<DI
R>","GET","phpBB is vulnerable to a highlight comman d execution or SQL 
inection vulnerability, used by the Santy.A worm. CER T VU497400. OSVDB-
11719."
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Snort Rules (Taken from Snort’s web-attacks.rules)
• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 

(msg:"WEB-ATTACKS /usr/bin/id command attempt"; 
flow:to_server,established; content:"/usr/bin/id"; nocase; 
classtype:web-application-attack; sid:1332; rev:5;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS id command attempt"; 
flow:to_server,established; content:"|3B|id"; nocas e; classtype:web-
application-attack; sid:1333; rev:6;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS echo command attempt"; 
flow:to_server,established; content:"/bin/echo"; no case; 
classtype:web-application-attack; sid:1334; rev:5;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS kill command attempt"; 
flow:to_server,established; content:"/bin/kill"; no case; 
classtype:web-application-attack; sid:1335; rev:5;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS chmod command attempt"; 
flow:to_server,established; content:"/bin/chmod"; n ocase; 
classtype:web-application-attack; sid:1336; rev:5;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS chgrp command attempt"; 
flow:to_server,established; content:"/chgrp"; nocas e; classtype:web-
application-attack; sid:1337; rev:6;)

• alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_P ORTS 
(msg:"WEB-ATTACKS chown command attempt"; 
flow:to_server,established; content:"/chown"; nocas e; 
classtype:web-application-attack; sid:1338; rev:6;)
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Nikto vs. Snort, Nessus vs. Snort, Metasploit vs. 
Snort

• Crude statistics based on the leading freeware/opensource
technologies

• NIKTO, NIKTO w/ IDS Evastion, Metasploit, Nessus
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Finding the Injection Points
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Finding the Injection Points
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Solution

• Create hybrid custom solution for your environment and 
application that injects security into the Software 
Development Lifecycle at multiple standpoints
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Software Development Lifecycle

Security Training

Manual Inspections & 
Reviews

Threat 
Modeling

Create 
Development 
Standards

Infrastructure Design

Security Kickoff

Requirements Design Development Test (QA) Release

Source code review

Development 
Assessment 
Tools

Pen Testing
Secure coding 
libraries

QA 
Automated 
Assessment 
tools

QA  Manual 
Assessment 
tools

Automated assessment 
tools

Security services

Infrastructure Assessment

Support & 
Services

Regulatory Compliance

Gap Analysis
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Recap: What to do

1. Stay up-to-date with tools and manual tests
2. Combine tools
3. Log user access
4. Proxy all connections
5. Limit all access via firewalls
6. Use IDS
7. Test monthly
8. Patch
9. Train
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Secure Infrastructure Solutions.


