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• What the Devil is Anti-forensics?
• Top 10: Birds Eye View
• AF Attacks & Defenses (Super Techie)

• On-going Q & A (please ask)
• Metasploit AF  vs.  EnCase

• What’s Next? (One Year Later and Still 
No Hype)
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• We are the good guys and that means…

• We don’t release rootkits
• We don’t steal credit card numbers 
• We don’t release code before the vendors are ready
• Can no longer present live demonstrations using Encase or 

Beta Microsoft products

…. because multiple DoD clients help pay our bills, 
we don’t have enough money to go to court against 
the big boys, and we’re too pretty to go to jail
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• Computer Forensics
• “application of the scientific method to 

digital media in order to establish factual 
information for judicial review” -wikipedia

• Computer Anti-forensics (AF)
• application of the scientific method to digital 

media in order to invalidate factual information 
for judicial review
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• There is and has been a significant lack of 
innovation in the anti-forensics world: root 
cause is due to a lack of innovation in the 
forensics world
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• Forensics Process
• Data Collection

• Chain of custody, documentation, evidence 
preservation

• Data Analysis
• Automated analysis with tools
• Manual analysis with experience and training

• Findings Presentation
• Oral or written presentation
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• Forensics Process Weaknesses
• Data Collection

• Incomplete data collection, chain-of-custody

• Data Analysis
• Inadequate tools, methodology, training

• Findings Presentation
• Easy to cast doubt on submitted findings

• Locate & exploit issues in all phases.
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• In the beginning…
• touch, encryption, renaming

• Then there was…
• ADS, sdelete, Gutmann delete, Eraser

• Now we’re seeing…
• MAFIA, Defiler’s toolkit, FragFS
• Discussions @ BH, Bellua, HITB, HTCIA, 

CEIC, and more
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• Good
• Validation of forensic tools and techniques

• Gutmann Method 
• Improve tools (i.e. PGP) 
• Improve process (i.e. JDFP) 

• “Challenging the Presumption of Reliability”
• Journal of Digital Forensic Practice, 2006

• Bad
• Exonerate a guilty party by deleting or modifying

data
• Ugly

• Implicate an innocent party by planting data
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• Assumptions
• (i) Data is evidence, (ii) We trust our tools, 

and (iii) Our analysts will find everything.

• Process
• Understand the process better than the good 

guys. Theorize about weaknesses. Test the 
theory.

• Attack
• Attack the (i) data, (ii) the tools, and (ii) the 

analysts.
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• Attack the Data
• Contraception, Hiding, Destruction
• Manipulation, Fabrication

• Attack the Tools
• Findings gaps in tool coverage.
• Tricking the tool analysis.

• Attack the Analyst
• Information is power, and attackers leverage 

knowledge.
• Attackers need only one place to hide, 

analysts have to check them all.
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• Technique
• Encase sets time zone in order to build an accurate 

timeline of events. Timestamping is key to finding 
suspect files. 

• Timestamps are critical to profiling and determining 
key hacker “moves”

• Anti-Technique
• Modify or delete timestamps

• Log file modifications and removals
• Bogus entry insertion
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• Anti-Technique
• HINT: hit the log file itself too

• Exploits for who?
• Computer Associates e-Trust Suite has issues 

reading numerous types of log file, especially if they 
have been modified
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• Technique
• Malicious file location is often static

• Anti-technique
• Randomizing the filesystem location

• Store files in locations that are commonly updated
• Check for hash libraries

• Hiding in clipart or other lame locations…. (it 
works!)

• IE and Firefox temporary directories

• Leveraging MS CAB files
• More than a name change (don’t use xscan -> 

scanx)
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• Technique
• Directory structure pattern matching

• MFT Entries
• Time of deletion

• Anti-technique
• Secure deletion

• Clean the Slackspace
• Deleting the root of the “problem”
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• Technique
• File extension searching

• Bad signature searching

• Anti-technique
• MAJOR WEAKNESS WITH COMMERCIAL TOOL 

(TO BE COVERED LATER)
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• Technique
• Software and analyst logic: minimizing search and 

analysis time
• MD5 Hash creation

• Fingerprint comparison (new and known)

• Anti-technique
• System directory avoidance

• Recompiling binaries via source mods
• Ex: Mark Russinovich

• Randomize binary modifications for infected 
systems
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• Technique
• Forensic analyst searches through all files, slack 

space, unallocated space, and pagefile
• Searching for: keywords, strings, and IPs in general

• Anti-technique
• Using the language advantage (great and nearly 

impossible to catch – albeit what a product 
enhancement)
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• Technique
• Binary string searching

• String searching

• Anti-technique
• Packers can help (PE Compact 2) – prevents 

strings from being searched for within binaries
• Create a packer

• Bitflipping via a parsing program
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• Technique
• Analysts find commonalities between tools and 

toolkits
• Preferred processes

• Preferred timestamp modifications

• Anti-technique
• Exploiting our newly found weaknesses
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• Technique
• Economic espionage

• “Habeas Yankus”
• Skillz

• Anti-technique
• Complete file disruption – goal to reimage

• Diversionary tactics
• Leave purposeful breadcrumbs

• Change every timestamp – now everyone’s guilty
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• Technique
• Examine current processes with current open ports, 

files, etc
• Good analysts can instantly draw correlations 

between that info in terms of exploits, toolkits, etc

• Anti-technique
• Store info “offdisk”

• MSF VNC Injection (props to Skape)
• Leveraging RAM disks

• JUICING THE SAM TOOL RELEASED
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• Serious issues with identifying embedded 
application-layer attacks

• Old IDS techniques are being resurfaced in the 
app space as valid for HTTP+ layer attacks

• If you can’t see the attack that gets you on the 
box to begin with then that’s the real problem…
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• Windows System Logs

• Dr. Watson logs
• %WINDIR%\System32\config\default.LOG
• %WINDIR%\System32\config\SAM.LOG
• %WINDIR%\System32\config\SECURITY.LOG
• %WINDIR%\System32\config\software.LOG
• %WINDIR%\System32\config\system.LOG
• %WINDIR%\System32\config\TempKey.LOG
• %WINDIR%\System32\config\userdiff.LOG
• Ntuser.dat
• INFO2
• Index.dat
• IM, web, firewall, etc
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• Pilfer & Logz (first seen at BlackHat 2004 by 
Foster and Burnett)

• NTSetInformationFile()
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• AF Technique
• Discussion and application of the AF 

technique.

• Counter Technique
• Discussion and application of one or 

more defenses to the AF technique.
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• Host Protected Areas (HPA)
• OS inaccessible areas on ATA disks 

for vendors to store data/information.
• Not visible through BIOS.
• Can be abused to hide data.
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• Counter Technique
• Compare IDENTIFY_ADDRESS & 

READ_NATIVE_MAX_ADDRESS
• Use a tool that detects and acquires the HPA [5]

EnCase Enterprise Edition, 
EnCase in Windows

EnCase in DOS mode w/”BIOS”EnCase DOS mode w/”Direct ATA”

Don’t UseUse
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• Disk Configuration Overlay (DCO)
• Can be abused like HPA to hide data.
• Limits the visible maximum size from 

READ_NATIVE_MAX_ADDRESS.
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• Counter Technique
• Compare READ_NATIVE_MAX_ADDRESS &  

DEVICE_CONFIGURATION_IDENTIFY
• Use a tool that detects and acquires the DCO 

TAFT
http://www.vidstrom.net/stools/taft/

Any version of EnCase.

Image MASSter Solo2
http://www.icsforensic.com

Don’t UseUse
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• Self-Monitoring, Analysis and Reporting 
Tool (SMART)

• Allows a hard drive to perform self-tests and 
collect statistical information.

• Power_On_Hours
• Power_On_Minutes
• Power_Cycle_Count

• Information can be leveraged by an attacker to 
determine if the system has been powered down to 
be forensically duplicated 

• Provides an attacker with advanced intelligence.
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• Counter Technique
• No foolproof technique because drive 

vendors don’t follow SMART 
specifications

• Make a best attempt to minimize 
changes to the SMART values 
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• Information Overload
• Forensics takes time. Time is money.
• Make the investigation cost as much 

as possible (i.e. pick the largest 
drives, RAID, leave a mess on as 
many systems as possible)

• Businesses will have to make a 
judgment call of when to stop analysis 
and just image and rebuild
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• Counter Technique
• Prioritize systems analysis
• Automate analysis as much as 

possible
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• Homographic 
Attacks 

• Substitution of non-
Latin letters

• Displayed as a result of 
Unicode support

• Cyrillic letters a, e, p, y 
are indistinguishable 
from the Western 
counterpart.



WWW.TRUSTEDTECHS.COM

�		��(��A�@�#�����/� *������@�	�

• Are Russian (Cyrillic) apples different?
apple.txt

\x0061 \x0070 \x0070 \x006c \x0065

apple.txt

\x0430 \x0440 \x0440 \x006c \x0435

*Notice the “l” is the same in both language sets – could be used to throw off
automated binary-based searching tools 
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• Counter Technique
• File signature analysis
• Tools improvements

• right file (hash)
• right place (directory)

• right time (time stamp)
• highlight characters from different character 

sets
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• File name modification
• Change file name and extension

• passwords.txt ���� avscan.exe
• Most tools use two (2) techniques

• File extension
• File signature

• If we know what the tools are looking for, 
we can change the file signature to meet 
those requirements
• Manual method using notepad.exe
• Automated method using transmogrify.exe
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• one byte modified
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• Counter Technique
• File contents should be analyzed 

more closely.
• Statistical header analysis.
• Just open the file.
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• Encrypting Data
• When used correctly, encryption will prevent an 

examiner from reading your data.
• Protect e-mail, files, folders, volumes, and entire  

drives
• Quality free tools: 

• TrueCrypt, GnuPG
• Plausible deniability via hidden TrueCrypt volumes 
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• Counter Technique
• Brute-force the encryption (right…)
• Look for stored passwords elsewhere
• Key logging
• Physical coercion to retrieve key
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• Steganography
• Hiding information within a file without 

visibly changing its contents or behavior
• Steghide

• compression, encryption, checksum
• JPEG, BMP, mp3, WAV, AU

• Hydan
• Replaces executable instructions with functional 

equivalents that encode information
• encrypted data, file size is unchanged
• 1 to 110 byte encoding ratio
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Original          Extracted
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• Counter Technique
• Stegdetect (free)

• jsteg, jphide, invisible secrets, outguess, F5, 
appendX, camouflage

• Gargoyle ($$$)
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• Rootkits
• Hide presence on a system and allow for future acce ss
• User-mode & Kernel-mode

• Kernel mode allows access to all system resources
• Hooking & DKOM

• Hacker Defender
• FU

• Persistent & Memory-only
• Advanced Hiding Techniques

• Hide their own code as well as modifications they make in memory
• Shadow Walker will intercept memory accesses

• BIOS rootkits
• ACPI
• Anywhere there is memory
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• Counter Technique 
• AV Scanning (Webroot-Spam, McAfee, Symantec, Trend)

• Signature-based detection of known rootkits
• VICE

• Detects most of today’s hooking rookits
• High false-positive rate

• Klister
• Leverages redundancy in OS process structures to identify hidden processes 

via DKOM.
• Rootkit Revealer / Strider GhostBuster

• Cross-view detection for persistent rootkits based on file system differences.
• Registry Entries, Processes, Loaded modules (GB)

• SVV
• Like VICE but compares loaded modules with their disk counterparts

• CoPilot
• Hardware based solution for high assurance
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• Hiding in Metadata
• Take advantage of the fact that tools only analyze what they 

believe contain content.  A lot of metadata isn’t e ven visible 
in tools except in their raw format.  Lots of small  spaces can 
add up to a large collective area to store data if it can be 
managed.

• FragFS
• Hides data within records of the NTFS Master File Table

• Journaling File Systems 
• Exploits inadequate checking by journaling file systems

• grugq Research 
• Rune FS – stores data in bad blocks
• Waffen FS – stores data in the ext3 journal file
• KY FS – stores data in directory files
• Data Mule FS – stores data in inode reserved space
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• Counter Technique
• Detailed analysis of the empty 

metadata areas as well as the 
standard content locations

• Closer examination and interpretation 
of metadata by forensic tools
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• Hiding in File Slack Space
• Hiding data in the space between 

allocated and actual bytes in a file
• Hidden data usually indistinguishable 

from old, overwritten files in slack
• Slacker (NTFS/FAT)

• encryption, intelligent space selection

• Bmap (ext2fs)
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WriteFile()SetFilePointer()SetEndOfFile()NTFS zeros data

sector sector

safe data!
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• Counter Technique
• Strings slack space
• Statistical analysis of slack
• BEST DEFENSE: Routinely clear slack 

space
• Eraser (heide.ie), PGP Wipe



WWW.TRUSTEDTECHS.COM

@�#�����/� @��	��&�@�	�

• Wiping Tools
• Darik’s Boot and Nuke (dban)

• Gutmann method (1996)

• Commercial Tools
• PGP Wipe, Evidence Eliminator, and more…

• Free Tools
• Eraser, sdelete.exe, the defiler’s toolkit (TDT)

• Default Features
• MS Anti-spyware (Track Eraser)



WWW.TRUSTEDTECHS.COM

�		��(�/� @��	��&�@�	�

%"�
�����#�&�''�����
�&������(
��������	��
� !�����)�*����#���+��,



WWW.TRUSTEDTECHS.COM

@�#�����/� @��	��&�@�	�

• Counter Technique
• Enable journaling on NTFS
• Extract NTFS small files
• Analyze missed pieces
• Electron scanning microscope (look 

at everything)
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• Time stamp modification
• UNIX

• touch

• Windows
• FAT has MAC

• Many tools exist

• NTFS has MACE 
• timestomp.exe



WWW.TRUSTEDTECHS.COM

�		��(�/� ����,�+�	��@�	�

�
� �

'� �$�� �- � .!�������� �- � .!������� �- � .!�������'� �$�� �- � .



WWW.TRUSTEDTECHS.COM

�		��(�/� ����,�+�	��@�	�

EnCase

Vs

timestomp.exe
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• normal

• after setting values (-z “Monday 05/05/2005 05:05:05 AM”)

• example EnCase weakness (-b)
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Windows Explorer

Vs

timestomp.exe

(Demo)
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• Counter Technique
• Use the secondary MACE values 

stored in the $filename (FN) attribute 
to validate standard MACE values 
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• Hash Collisions
• Generating MD4 and MD5 collisions is 

now in the realm of the personal 
computer

• What can we make look the same?
• web pages, executables, etc…

• Can we make a malicious executable 
hash to the same value as an 
innocuous executable?
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• Counter Technique
• Bit-by-bit file comparison
• Use trusted hash lists
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• In-memory Execution
• Prevents data from being written to any 

persistent storage by executing directly 
from memory

• Syscall Proxying (Core Impact)
• Client contains the application logic, but passes 

system calls to the exploited machine (server)
• MOSDEF (Immunity CANVAS)

• “Compile” code on the client to send over to the 
server to arbitrary code can be run

• Meterpreter (Metasploit Framework)
• Allows loading of arbitrary DLLs to be executed
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1. opens a remote share
2. hits disk
3. starts a service to do dll injection
4. hits registry
5. creates remote registry conn
6. often fails and doesn’t clean up
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1. slides over Meterpreter channel
2. direct memory injection
3. never hits disk & never hits the registry
4. never starts a service
5. data flows back over existing 

connection
6. failure doesn’t leave evidence
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• Counter Technique
• Active Processes

• lsof, netstat, dd, ifconfig

• CoPilot
• Hardware based solution that is installed before system runs

• Memparser, Kntlist, and Windows Memory 
Forensic Toolkit

• Processes, strings, environment, list of DLLs, etc…

• IDETECT & gdb
• Examine collected memory of Linux system

• Use hardware to collect memory instead of 
software which can be subverted.
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• Leave a false trail
• Two questions:

• How did they get in?

• How far did they get?

• Answer the question for them.  
• Leave fake evidence.  
• Reduce level of sophistication.
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• Counter Technique
• Follow through the entire 

investigation
• Utilize as much automation as 

possible
• Identify inconsistencies within toolkits 

and skill level.



WWW.TRUSTEDTECHS.COM

�		��(�/� ���+&�	

• Packers
• Packers compress and obfuscate 

executables so they must be reverse 
engineering.

• Reverse engineering is a highly 
specialized skill and takes great 
amounts of time!

• Using a packer isn’t.
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P
acker

Executable
Packed

EXE

Unpack
Stub

Unpacked Executable
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• Counter Technique
• Identify with PEiD or RoyalTS
• Common packers have freely available 

unpackers
• Debugging (OllyDbg with OllyScripts, IDA Pro)
• Dump the process memory and strings
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• What the best are doing

1. Cover your tracks then create new tracks
2. Live in memory then reboot
3. Know the products, then use their weaknesses
4. Know the IDS signatures, then encrypt and 

bypass
5. Split and store files in unused file allocations
6. Each rootkit is new, AV signatures don’t work
7. Corrupt all evidence trails
8. Corrupt all system files and overload the info
9. Come in from a foreign entity
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• What the best are doing

1. Remote log storage and analysis

2. Enterprise secure configurations
3. Automate all signature-based security prods

4. Lock down perimeter from all unknown entities 
(yes all)

5. Buy the products, rely on the people
6. Use Host-based IPS (only chance at defending 

memory resident attacks)
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• Techniques
• AF Techniques are becoming more complex and are 

becoming bundled in sequences (think Slacker.exe)
• Expect to see increased use of encryption
• Look for new places to hid and compromise data (Sma rt-

phones are next on the list for us)
• Availability

• It’s becoming mainstream, quickly
• The bad are cloaked by the good

• Technology and Complexity
• Getting more and more difficult to detect and preve nt with 

current technology
• Vendors need to improve their tools and techniques
• Software vendors need to improve their underlying p latforms
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Questions

…slides can be requested from
foster@trustedtechs.com

“Shameless plug for Foster’s Book


